NMamaTtka ana B3pocnbixX
«be3onacHbI UHTEpHeET»

VYBaxkaembie pogutenu! Eciu Bamu getu nonb3yrorcs cetbto «MHTEpHET», BBI, 063
COMHEHMs, OECIIOKOMTECh O TOM, KaK yOepeub UX OT HENpPUITHOCTEH, KOTOpPHIE MOIYT
NOJICTEPETaTh BO «BCEMHPHOW MAayTHHE». 3HAUMUTEIBHOE PACIPOCTPAHEHHE MATEPHUAIOB B
cetu «MHTEpHET», MPEIHA3HAYEHHBIX TOJBKO ISl B3POCIBIX WM HEMPUEMIIEMBIX I JETEr
M0 KaKOW-TMO0O0 APYrod MPUYUHE, MOXKET JIETKO MPUBECTH K HETATUBHBIM ITOCJIC/ICTBHSIM.

B Hacrosiiee Bpemsi cuTyanusi CKIJIaJbIBA€TCsl TAKUM 00pa3oM, U4TO KaXKIblii peOeHOK,
BBIXOJSIIUI B ceTh «IHTEpHET», MOXKET MPOCMATPUBATh JIFOObIE MaTEpHUalbl. A 3TO HACUIIHE,
nopHorpadusi, CTPaHUIIbI, MOJATAIKWBAIOIIME MOJOMEKb K CaMOYOMHCTBaM, aHOPEKCUU
(0TKa3 OT mpuemMa MUIlK), yOuicTBam, CTPAHUILIBI C HAIMOHAIUCTUYECKOU, SKCTPEMUCTCKON U
OTKPOBEHHO (DaITUCTCKON UCOJIOTHEN U MHOT0€ JIpyroe. YacTo ObIBaeT Tak, 4TO MPOCMOTP
TakoM MHQOpPMALIMU JlakKe HE 3aBHCHUT OT peOeHKa, BeJb HA MHOTMX caliTaX O0TOOpa)aroTcs
«BCIUIBIBAIOIINE OKHAY», COJEPKAIle€ HETATUBHYIO JJI1 HECOBEPLIEHHOJIETHUX MH(OPMAaLHIO,
yaiie BCero NopHorpaduyecKoro copaep aHusl.

KpoMme Toro, B ceTn HEpeIKO BCTPEYAIOTCS JIKOJH, KOTOPBIE IBITAIOTCS C MTOMOIIBIO
NuTepHera BCTynaTh B KOHTAaKT C JETbMH, MPECIEAYs OMACHBIE WM IMPOTUBOIPABHBIC IS
pebeHka 1enu. 3JI0YMBIIIJIEHHUKH MCIONB3YIOT 3TH KaHalbl JUJIi TOTO, YTOOBI 3aCTaBHUTh
JeTel BBIAATh JUYHYIO WH(OpPMAIMIO, BOBJICYb HECOBEPIICHHOIETHUX B COBEPIICHUE
aCOLIMAJIbHBIX U MPECTYITHBIX JICHCTBUM.

Mepbl Npea0CcTOPOKHOCTH WIH YTO HY?KHO IOMHHUTH POAUTESAM:

- 4TOOBI MpeaocTepeyb peOEHKa OT HEraTUBHOIO BO3AeicTBUS MHTEpHETa, 00BSICHUTE
JETSIM IpUHIUT paboThl ceTu. HayunTte peOeHKa mojib30BaThCsl MOMCKOM B ceTu «HTepHET».
[TokaxkuTe, KaK KCIOJIB30BATh PA3JIMYHbIE MOMCKOBBIE CUCTEMbI, B TOM YHUCJE AETCKUE, IS
OCYIIIECTBJICHUS TTOMCKA TTO3HABATEIHLHOM U pa3BUBAIOIIEH /IS peOeHka HHPOpMaIIUU;

- peOCHOK JOJKEH MOHMMAaTh W TOMHHUTH: HaXxoJeHue B HHTepHETe BO MHOIOM
HAallOMHUHAET TmpeObiBaHue B O0OmEeCTBEHHOM MecTte. ONacHOCTH, MOJCTEpEraronie
MOJIb30BATENsA, CXOXKU C PUCKOM, BO3HHMKAIOUIUM IPHU OOIIEHUU C UYKUMHU JOAbMU. Eciu
JE€TH JJUYHO HE 3HAIOT YEJIOBEKa, C KOTOPHIM OOILIAIOTCS B CETH, 3TO PABHOCHIIBHO OOLIEHUIO
C HE3HAKOMIIEM B PEAIbHOM KU3HU, YTO 3aIPEUICHO;

- OynpTe BCerja OCBEAOMIIEHBI O TOM, 4eM 3aHuMarorcs Bamm netu B MHTepHere.
[Tonmpocute ux Hayuuth Bac monb30BaThCs pa3UuUHBIMU MPUIIOKEHUSIMH, KOTOPbIMU Bbl He
nonp3oBaIMCh paHee. Ilocemanre WHTepHeT BMmecte ¢ aerbMu. [loompsiite nereu
pacckasbiBaTh BaM 00 ycnexax u Hey/ayax B MPOLECCE OCBOCHHUSI CETH;

- TOMOTUTE JIeTSIM TIOHSTh, 4YTO HE clienyeT pa3meniate B HHTEepHETe IHUYHYIO
uHbopmalio 0 cede MW CBOEH cembe: MONHbIE AHKETHbIE AaHHbIE (CBOM JIMOO CBOUX
HECOBEPIIECHHOJETHUX ApYy3€i), HOMEpP MOOWIbHOro TenedoHa, JOMAIIHUN aJapec, HOMEP
IIKOJIbI, MECTO paboThl POAUTENCH, JIOOYI0 IPYryl JWYHYI0 HHGOpMAIHMIO, a TakKke
JIeMOHCTpUpoBaTh (hoTorpaduu (cBou U cemMbH). OOBSICHUTE, YTO JIFOOOU YETOBEK MOMKET 3TO
YBUJIETh U UCIIOJIb30BAaTh B CBOUX IIEJISIX, 3a4aCTYIO IPOTUBOIIPABHBIX U aMOPaJIbHBIX;

- ecnu Bam pebGeHok monydyaeT cnam (HEXeNaTelnbHYI0 AJIEKTPOHHYIO TOYTY),
OOBSCHUTE, YTO HE HYXKHO BEPUTh HAIIMCAHHOMY B TaKMX MUChbMAaX M HU B KOEM Cllydyae He
CJeNyeT OTBEYaTh HAa HUX;



- peOCHOK TOJKEH 3HaTh, YTO HEJb3sl OTKPBIBATh (Daiiiibl, MpHUCIaHHbIE HE3HAKOMBIMU
JIOJIbMHU, TOCKOJIBKY OHHM MOTYT COJIep»XaTh BHUPYChl WIH (OTO-, BHUJIEOMATEPUAIIBI
HEMIPUCTONHOTO WJIM arpeCCUBHOIO cojeprkanus. JlaiiTe MOHITh peOeHKY, YTO HEKOTOpHIC
moau B MHTepHETE MOr'yT rOBOPHUTH HEMpaBAy U OBITh HE TEMH, 32 KOro ceOs BBIIAIOT.
Hayuurte pebeHka mpoBepsaTh BCE TO, YTO OH BUJIWUT U YUTaeT B MIHTEpHETE;

- pacckaxuTe pedeHKy, 4To B MHTepHeTe BCTPEHAIOTCS M «XOPOLIUE», U «IIJIOXUE)»
moau. OOBACHUTE, TTOYEMY HE CTOUT AO00aBISITh «B APY3bs» HE3HAKOMBIX JIOJIEM — OHU
MOTYT OBITh HE TEMH, 3a Koro ceds BoigatoT. [Ipenynpenure pedenka, 4ToObl OH HU B KOEM
CIydae He COrJIallayics Ha BCTpeuu ¢ HTEepHET-HEe3HAKOMIIAMH B PEAIbHOW KU3HU, MPEK]IC
YeM HE IMOCTaBUT B U3BECTHOCTh Bac wim Onu3kux poacTBeHHUKOB. IlocoBeryiite emy
obuatecsi B UIHTEpHETE TOIBKO C TEMH, C KEM OH JIMYHO 3HAKOM;

- TPEeNOoCTEeperuTe OT CKauyuMBaHUsl IUIAaTHOM uWHGOpMalMM, OCOOEHHO uepes
cMmc-coobtmenus. OOBsCHUTE, MOYeMy HE CTOMT OOpalaTh BHUMaHUSA Ha sIpKUe OaHHEPHI
C COOOIIEHUSMU O BBIMTPHIIIAX WU MPpU3ax;

- TOCTOSIHHO OOIIaiiTeCh CO CBOMMH JI€TbMH, pACCKa3bIBalTE€ U COBETYWTE, Kak
IIPABWIBHO ITOCTYIIATh U PEarupoBaTh HA JIEUCTBUS APYrux jaroaeu B MIurepHere;

- HAy4WTE€ JIe€Te MPaBUIBHO PEarupoBaTh, €CIM UX KTO-TO OOWJENT B CETH, WJIM OHHU
MOJyYUJTM/HATOJNIKHYJIUCh HAa AarpecCUBHBIA KOHTEHT, a TakkKe JI0yI0 aMOpalbHYIO
uHdopManuio. Pacckaxure, Ky/ia B MOJJOOHOM Ciiydyae OHU MOT'YT OOpaTUThCS,

- y0enuTech, 4TO Ha KOMITBIOTEPE, KOTOPBIM TOJB3YIOTCS Bamm netu, ycTaHOBIICHBI
U TIPaBUJIBHO HACTPOEHBI CPENICTBA (PUIIbTpALIUU.

PoaureibCKUil KOHTPOJIb — OTO OIPAaHWYEHHE JIOCTyNAa JE€Te U IOAPOCTKOB
K HeXKelaTelabHbIM caiitaM B HWHTepHeTe. PoauTenbCKkuii KOHTPOIb MOXET HE TOJBKO
OJIOKHPOBATh JIOCTYN K TaKUM caiiTamM, HO M OTpaHWYHMBAThH HCTOJL30BaHue MHTEpHETa 1O
BPEMEHU CYTOK, JHSM HEIeNM WKW JUIMTEIbHOCTH ceaHca. CyllecTByeT MHOMXKECTBO
mporpaMM  ©u (QUIBTPOB, CcpeaW HUX: aHTHBUPYC Kacmepckoro ¢ BO3MOXHOCTSIMHU
ponutensckoro koHTpost — «Kaspersky Internet Security», nporpamma-punstp «NetPolicey,
nporpamma-¢unetp «MuTepHeT Llensop», demepanpHas mporpaMMa OETCKOTO HHTEpHETa
«l"oryne» u apyrue;

- NPUYYUTE JI€T€H, YTO OHU JIOJDKHBI IOCEIIaTh TOJBKO TE€ CaWThl, KOTOpbIe BbI
paspelniad, TO eCTh CO3JaiWTe JJIi HUX TaK Ha3bIBAGMBIM «OE€JbIi» CIHUCOK CaWTOB B
NuTepHere ¢ moOMOIIbI0 CPEACTB POAUTEIBCKOTO KOHTPOJIS;

- Hay4yuTe Bamero peOeHKa YBaKEHHIO M OTHKETy B MPOIEcCe IOIb30BaHUS
Nurepuerom. Ilompocute pebGeHka HE NPOBOMUPOBATH KOH(JIMKTHBIC CUTYallUH M
OTHOCHUTBCS K JPYTUM TOJI30BATENAM TAK K€, KaK OH XOTeJ Obl, YTOOBI OTHOCUJIUCH K HEMY
camoMy. OOBSCHUTE, YTO HH TMPH KAKUX OOCTOSATEIHCTBAX HE CTOUT pa3MeniaTh
ITPOBOKAIIMOHHBIA MaTepHal U HE PACIIPOCTPAHATH O UYbei-I00 Mpockoe nHpOopMaIOHHBIE
1 arpecCUBHO-HACTPOCHHBIE coobmenus. Madopmanus, BeutoxkeHHas B MIHTepHeT, 1oCTymHA
BCEM U MOXKET OBITH MCIIOJIb30BaHa B JIIOOBIX, B TOM YMCJIE€, MOIIEHHUYECKUX IEIIIX.

Pacckaxure nersim npasuia 6e3onacHoro Murepuera:

- HUKOMY M HHKOIJa He pasrjamand cBou napond. OHM — TBOW IVIABHBIM CEKpET.
[IpuagymMaii CBOM YHUKAJIBHBIA IapoJib, O KOTOPOM HHMKTO HE CMOXET jaoraaarbcs. He



3aMKChIBail MapoiIu Ha OymMakkax, HE XpaHH UX B OTKPBHITOM JocTyrne. He ormpapinsii cBou
IIapOJIM 110 JIEKTPOHHOU IOYTE;

- IIPY PETUCTPALIMM HA CaWTaX U B COLMAJIBHBIX CETSAX CTAPAWCs HE YKa3blBATh JINYHYIO
uHpopmaiuio (cBou (haMuiInio, UMSI OTUYECTBO, HOMED TeledoHa, aApec MecTa KUTEIbCTBA,
IIKOJIBI, MECTO pabOThI POAUTENEH U APYroe) — OHA MOXKET OBITh JOCTYITHA BCEM, JIaXKe TEM,
KOI'O Thl HE 3HAEllb;

- IOMHH, 4TO (oTorpadus, pazMmelieHHas B IHTepHeTe JoCcTyHA JUIsl IPOCMOTpPa BCEM.
Crapaiics He pa3Meniath (HOTO, Ha KOTOPBIX M300paXkeHa TBOSI CEMbs, IIKOJA, JOM U JApyrue
JINYHBIE TAHHBIC;

- HE BCTPEYANCS C TEMH, C KEM Thl 3HAKOMMILIbCS UL B IHTEpHETE;

- [IOMHH, YTO MHOTHE JIIOJI PaccKa3biBatoT 0 cebe B IHTepHEeTe HenpaBy, B TOM YHUCIIE
CBEJICHHMSI O BO3PACTE U MOJIOBOW NPHUHAIIEKHOCTH;

- B VIHTepHeTe U COUMANIbHBIX CETSAX CTapaicsi o0IIAaThbCsl TOJNBKO C TEMH, C KEM ThI
TU4HO 3HaKoM. [logymait 1 TOCOBETYICS ¢ POIUTENSIMU, PEKIE YEM 100aBUTh HE3HAKOMOT O
4eJioBeKa K cebe B CIUCOK «Ipy3ei»;

- HE HCHONb3yH BeO-kamepy IpH OOIMIEHMH C HE3HAKOMBIMU JIIOJBMH, TOMHH O
HEO0OXOIMMOCTH COXPAHATh JUCTAHIUIO C HE3HAKOMIIAMU;

- yBaxkail cobecennnkoB B MHTepHere. Hukorma u HU mpu Kakux 0OCTOSATEIHCTBAX HE
yIpoKad JOPYruM, HE pa3Mellad arpeCCUBHbBIM M MNPOBOKALIMOHHBIM Marepuasl. bynb
npyxentooer. He rpyowu;

- HE BCTyIai B HE3HAKOMBbIE COOOMLIECTBA M HE PACHpOCTpaHsAid Mo 4e-nmubo mpocbOe
MH(OpMaIMOHHbIE, TPOBOKAIIMOHHBIE U arPECCUBHO-HACTPOECHHBIE MAaTEPHAIIBI U COOOILICHHUS;

- HE BCE, YTO Thl MOXKEILIb IPOYECTh WM YBUAETh B UHTEpHETE — npaBaa. He yeHuces u
nepenpoBepsii HGHOPMAIIUIO B IPYTUX MOUCKOBBIX CHCTEMAaX WJIM CIPOCH Y POIUTEIEH;

- IOMHH, YTO CYIIECTBYIOT CalThl, HEMPEIHA3HAUYECHHBIC JIJIS I€TEH, HE 3aX0A1 HA CAWUTHI
«IJIs T€X, KTO crapiue 18 yier», Ha HENpWINYHbIE U arpeCCUBHO HACTPOEHHbIE cailThl. Eciu
Thl MONAJ Ha TaKOW CalT IO CCBhUIKE, 3aKpod CBOW Opay3ep, HCIONb3YS KIABHUILH
“ctrl+alt+delete”;

- pacCKaku BCE, YTO Thl YBUJEJ, BBIYYMJI WM Y3HAJ HOBOIO B3pocioMy. [loBepsi
CBOVM POJMTEISIM, ITOCKOIBKY TOJIBKO OHU CMOT'YT IIOMOYb B TPYAHOM CUTyalLlUU;

- HUKOTI'/Ia HE yKa3biBail CBOM HOMep TenedoHa WM AJIEKTPOHHBIN aJipec, He OTIPaBIIsH
C HEero cmMmc-cooOlleHusT Ha He3HakoMmble HoMmepa B HMHrephere. Eciam Tebe mnpumnuio
COOOIIEHUE C HE3HAKOMOT'0 aJipeca, €ro Jy4llle HEe OTKPhIBATh;

- eclii Te0e TTO0Ka3alloCh, YTO TBOU JPY3bsl OTIPABIISIOT TEOE «CTPAHHYI0» UH(POPMALIHIO
WA TIPOrpaMMbl, IEPECTIPOCH Yy HUX, OTIIPABIISUIN JIM OHU Tebe Kakue-i1nbo ¢ainsl. MHorna
MOLIEHHUKU MOTYT JEUCTBOBATh OT MMEHU YYXHUX JIFOACH, B TOM YUCJIE TBOUX JPYy3€H U
POICTBEHHHKOB;

- €CJIM Thl Xoyellb KynuTh B MHTepHeTe Kakyro-nubo yciyry win urpy, oOpaTuch K
B3pocioMy. OH NoJcKaxkeT Tede, Kak n30eKaTh MOIIIEHHUYECTBA;

- He 3arpykail (ailiibl, MporpaMmbl WIH MY3bIKy O€3 cOrjacHsi B3pOCIBIX — OHH MOTYT
cozepKaTh BUPYCHI U IPUUYMHSAT BPEJl KOMIIBIOTEPY.

Yro aenarth, ecji peGeHOK Bee 7Ke CTOJIKHYJICH ¢ KAKHMH-JIN00 PUCKAMU:

VY CTaHOBUTE MONOKUTEIBHBI AMOLMOHAIBHBIA KOHTAaKT C PEOECHKOM, pPACIIOIOXKUTE
€ro K pasroBopy O TOM, 4TO CIy4MJIOCh. Pacckaxure, 4To Bbl OOECIIOKOEHBI TE€M, YTO C HUM



npoucxoauT. PeOeHoKk MomKeH BaM JIOBEpSATh W 3HATh, YTO BBl XOTUTE pPa3odparbes
B CUTYAIlUU M IOMOYb MY, a HE HAKa3aTh.

[Tocrapaiitecb BHUMATENbHO BBICIYIIATh paccka3 peOeHKa O MPOU3O0IIEIIIEM, YTOOBI
MOHSITh HACKOJIBKO CEPhE3HO CIYUYMBILIEECS MOTJIO MOBJIUATH HA HETO.

Eciu pebGeHOk paccTpoeH 4eM-TO YBHJEHHBIM (HAmpuMep, KTO-TO B3JIOMall €ro
npoduip B COLMAIBHON CETH) WJIM MOMNall B HEMPUITHYIO CUTyaluio (MOTpaTWI Ballld WA
CBOM JICHBI'M B pE3yJbTaT€ WHTEPHET-MOIIEHHHUYECTBA M IpoYee) — IOCTApalTeCh €ro
ycrnokouTh. BMecTe ¢ HUM pa3bepuTech B CUTYyallMM: YTO MPUBEIO K JaHHOMY PE3YyJIbTaTy,
KaKie HeBEpHBIC IEHCTBUS COBEPIITIII caM PeOCHOK, a Tie BBl HE pacCKasalii eMy O TpaBHiIax
6e3omacHoctu B Uutepuere. IIpoBenure «paboTy Haja ommOKamMu» M OOBSICHUTE PEOCHKY,
Kak o0e3omacuTh cedsi oT HeraTUBHBIX (pakTopoB HTEpHETA.

Ecnmu cutyanus cBsi3aHa ¢ HacuwiueM B VIHTepHeTe MO OTHOIICHHIO K DPEOEHKY,
TO HEOOXOIMMO BBIACHHTH HWH(MOpMaIUi0 00 arpeccope, BBISICHUTH  HCTOPHUIO
B3aMMOOTHOIIIEHUH peOeHKa W arpeccopa, BBIACHUTH CYIIECTBYET JH JIOTOBOPEHHOCTH
O BCTpeYe B peasIbHOM *KHU3HU; Y3HATH ObUIM JIM TaKH€ BCTPEUM M YTO HU3BECTHO arpeccopy
0 pebenke (peanmbHOe uUMSs, dhaMuus, aapec, Teae@oH, HOMEP MIKOIbI U TOMY IMOAOOHOE),
KECTKO HacTaWBaliTe Ha M30E€raHUM BCTpEeY C HE3HAKOMIIAMH, O0COOEHHO Oe3 CBUIETENeH,
MIPOBEPHTE BCE HOBBIE KOHTAKTHI peOCHKa 3a MOCIIEeIHEE BPEMSL.

CobGepute HamboJiee MOJHYI0 MH(POPMAIMIO O MPOMCIIECTBUM KaK CO CJIOB peOeHKa,

TaKk M C TIOMOIIBIO TEXHUYECKUX CPEACTB: 3alUTe HA CTPAHUIIBl caiiTa, rie ObLT Ball
peOEHOK, TTOCMOTPUTE CIHUCOK €ro Jpyseil, mpoutute cooOuieHus. [Ipu HeoOxoammocTH
CKOTIUPYWUTE U COXPAHUTE 3Ty MHPOPMAIUIO — B JATbHEHUIIIEM 3TO MOXKET BaM MPUTOAUTHCS
(Harmpumep, A oOpallleHus! B IPaBOOXPaHUTEIbHbIE OpraHbl).
Ecnu Bbl HE yBEpeHBI B OILIGHKE CEPHbE3HOCTH IMPOM3OIIECANIETO C BAIllMM PEOCHKOM, WIIH
OH HEJOCTATOYHO OTKPOBEHEH (HE rOTOB UATH HA KOHTAKT), WM Bbl HE 3HACTE KaK MOCTYIHUTh
B JJAHHOM cHUTyalluu — oOpaTUTech K crenuanuctam (tenedoH noBepus, ropsyas JTUHUS
u Japyroe). Bam nanyt pekomeHaaluu O TOM, KyAa U B Kakoil (opme oOpaTHUThCs, €ciiu
TpeOyercs  BMEIIATENbCTBO  APYIMX  CIy*X0 M OpraHuzaluii, B TOM  4YHCIIE
MIPaBOOXPAHUTEIHHBIX OPTAHOB.

oanTenbHbl online!




