MHOOPMALWMOHHASA NAMATKA AJiA
OBYYAIOLWUNXCA

HEJIb34

1. BceM moapsix cooOmaTh CBOO YaCTHYIO HH(GOpMAIUIO (HacTOsIIHE UM, (haMUITUIO,
tenedoH, aapec, HOMep MIKOJIbI, a Takke GoTorpadun cBOU, CBOEH CEMbU U JIPY3€i);

2. OTKpbIBaTh BIOKEHHBIE (hailsIbl 2JIEKTPOHHOM MMOYTHI, KOT/Ia HE 3HACIIb OTIPABUTEIIS;

3. I'pyouts, nmpuanpaThCsi, OKa3blBaTh AaBJICHUE - BECTHU Ce0sl HEBEXKJIMBO U arpECCUBHO;

4. He pacnopspkaiics JeHbI'aMH TBOCH ceMbU 0€3 pa3pelieHus CTapIInX - BCETaa
CIIpallvBai pOaUTENEH;

5. He Berpeuaiics ¢ IHTepHET-3HAKOMBIMU B PEAJIbHOM JKU3HHU - IIOCOBETYMCS CO
B3pOCJIBIM, KOTOPOMY JIOBEPSICIIb.

OCTOPO?KHO

1. He Bce numyt npaBay. Yuraeus o cede Henpasay B HTepHeTe - cooOuu 06 3ToM
CBOMM POIUTECIISAM WJIN ONICKYHAM,

HpI/IFJIaIHaIOT NEepCNrChIBaTLCA, UT'PATh, 00OMEHUBAThLCS - IMPOBEPb, HET JIM IIOABOXA,
HesakonHoe konupoBaHue ¢aiiinoB B VIHTepHETE - BOPOBCTBO;

Bcerna pacckasbiBaii B3pOCIIBIM O IPOOJIEMax B CETH - OHU BCET/Ia IOMOTYT;

abrwd

I/ICHOHBBYﬁ HaCTpOﬁKH 0e30MacHOCTH U IIPUBATHOCTH, YTOOBI HE IMOTEPATH CBOU
AKKAaYHTBI B COLCCTAX U APYTIUX IIOpTAJIax.

MOZKHO

YBakaii Ipyrux moJjib30BaTeleH;

ITonb3yembess THTEPHET-UCTOYHUKOM - JI€JIall CCBUIKY Ha HErO;
OTKpBIBail TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

A wnhE

OO0maThCest 3a MOMOIIBIO B3POCIBIM - POJUTENH, ONIEKYHBI M aIMUHUCTPAIIHS CATOB
BCeT/Ia TIOMOT'YT;
5. Tlpotinu obydyenue Ha caiite "CeTeBUYOK" U MOITYYH TACIOPT MUPPOBOTO rpakJaHHHA!

C KaXXJIpIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIIKOJIBHUKU OJHH U3
CaMbIX aKTUBHBIX MOJIb30BaTeseil Pynera. Mexy TeM, MOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIeMbl. DTa naMsATKa JOHKHA TOMOYb TeOe 0e3011acHo
HAaXOJHUTHCS B CETH.

KoMmnibroTepHbie BUPYChbI

KomMmnbrorepHslil BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOTPAMM,
OTJIMYUTETILHOW OCOOEHHOCTBIO KOTOPOM SBIISIETCSI CIOCOOHOCTH K pa3MHOXKeHHI0. B
JOIMOJTHEHUE K 9TOMY, BUPYCBI MOT'YT IMTOBPCANUTH WJIN ITOJHOCTBIO YHUYTOKHUTH BCC (1)3171.]'[1;1 nu
JIAHHBIE, IOJKOHTPOJIbHBIE MI0JIb30BATENI0, OT HIMEHH KOTOPOTo OblLIa 3aIlylleHa 3apaKeHHas!
porpaMma, a TaKkke MOBPEANUTh WM J1a)Ke YHUUTOXKUTh ONEPAMOHHYIO CUCTEMY CO BCEMHU
(aiinamu B 1esioM. B 601bIIMHCTBE CllyyaeB pacIpOCTPaHIIOTCS BUPYCHl Uepe3 HHTEPHET.



MeToAbI 3alIIUTHI OT BpeJOHOCHBIX IPOrpaMM:

Hcnonb3yil COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMbI, UMEIOIIME CEPbE3HbI YPOBEHD
3aIUTHI OT BPEJOHOCHBIX POrPaMM;

[ToctosiHHO ycTanaBnuBai nautu (UG poBbIe 3aMIaTKU, KOTOPble aBTOMATUYECKU
YCTaHABJIMBAIOTCS C LEJbIO JOPAaOOTKH MPOTpaMMBbl) U Ipyrue OOHOBIICHUS CBOEH
OTIeparMoHHON crcTeMbl. CKauMBail UX TOJIBKO ¢ OQHUIIMAILHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT peskuM aBTOMATUYECKOTO OOHOBIICHUSI, BKIIOUYH €T0;

Paboraii Ha cBOeM KOMIIBIOTEPE O/ IPaBaMU I10JIb30BaTENS, @ HE aIMUHUCTPATOPa. ITO
HE M03BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTrPaMM HHCTAJTMPOBATHCS HA TBOEM
MIEPCOHAIBHOM KOMIIBIOTEPE;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE IPOAYKTHI U3BECTHBIX MPOU3BOJIUTENEH, C
ABTOMATUYECKUM OOHOBIJIEHHEM 0a3;

Orpannyb pU3NYECKHUl 10CTYN K KOMIBIOTEPY AJIs1 HOCTOPOHHUX JIMII,

Hcnonb3yit BHETHIE HOCUTENN MH(DOPMAIIUH, TaKue Kak (ielika, AMCK Win ¢dail u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

He otkpbiBail koMnbIOTEpHBIE (Pailiibl, TOJyYEHHBIE U3 HEHAJEKHBIX HCTOUYHUKOB. Jlaxe
Te (aiiIpl, KOTOPBIC PUCIIAT TBOW 3HAKOMBIN. Jlydile yTOYHH y HEro, OTIPaBIISLI JIX OH
Tebe ux.

Cetn WI-FI

Wi-Fi - 5T0 He BHJ epeaun JaHHBIX, HE TEXHOJIOIHS, a BCEro JIKIIb Open, Mapka. Ere

B 1991 rony Huaepnanackas kommnanus 3apeructpuponana opens "WECA", uro o603Hadasno

cnoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcs kak "0ecrpoBogHast TOYHOCTH". J[o
HAIIIETO0 BPEMEHHU JI0IILIa Apyras ab0peBuarypa, KOTopas sSBIsSeTCs TaKOH K€ TeXHOJIOruei. ITo
abbpeBuarypa "Wi-Fi". Takoe HazBaHue OBUIO JaHO C HAMEKOM Ha CTaHJIAPT BBHICIICH 3BYKOBOM

texHuku Hi-Fi, yTo B nepeBojie 03HayaeT "BbICOKasi TOYHOCTB .

Jla, 6ecrulaTHBIN MHTEPHET-IOCTYT B Kage, OTeNAX U a3poINopTax sBISIETCS OTINYHOM

BO3MOXHOCTBIO BbIXOJIa B HUHTCPHCT. Ho muorue OKCHCPTHI CUUTAKOT, YTO O6H1€I[OCTy1'[HI)Ie Wi-

Fi cetu He aBnsoTCS 6€30NaCHBIMMU.
CoBeTbl 110 0€30MacHOCTH pabOThI B 00IIEIOCTYIHBIX ceTsax Wi-fi:

1.

He nepenagsaii cBoro nuunyto nHpopmanuio yepes odmenocrynasie Wi-Fi cetu. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH MapOJIU JOCTYIIA, JIOTMHBI U KaKue-TO HOMEepa;
Hcnonb3yit 1 0OHOBISAN aHTUBUPYCHBIE POrpaMMBbl U OpanaMayep. Tem caMmbIM Tl
obe3omacuiib ce0s OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;

[Tpu ucnons3oBanuu Wi-Fi otkimoun ¢ynxmuro "O0mwmii qoctyn K daiinam u
npunTepam". JlaHHas QyHKIMS 3aKpbITa IO YMOJIYaHUIO, OJJTHAKO HEKOTOPBIE
N0JIb30BaTEIH aKTUBUPYIOT €€ /7S y100CTBa HCI0JIb30BaHus B paboTe min y4eoe;
He ucnone3yit myGmuunsiit WI-FI 11t nepenaum TMYHBIX JaHHBIX, HAPUMeEp A7
BBIXO/Ia B COIMAJIbHBIE CETH WX B AJIEKTPOHHYIO MOUTY;

Hcnonp3yit Tosbko 3amuiieHHoe coeaquHenne uepe3 HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";



6. B MoOwmipHOM Tenedone orkmoun ¢pynknuto "Tloakmouenne k Wi-Fi aBTomatnueckn".
He nomyckait aBToMaTn4eckoro nojAKI0YeHns ycrpoiicta k cetam Wi-Fi 6e3 TBoero
COTJIACHS.

COI.II/IaJIbele CeTH

CoumanbHbIe CeTH aKTUBHO BXOJIAT B HAIILY KU3Hb, MHOTHE JIIOAU PA0OTAIOT U KHUBYT
TaM MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUIUIHAP]] YEIOBEK, YTO SBISIETCS OJHOM
CelbMOI BCeX XKHUTeNel Tu1aHeThl. MHOTHE MOJIb30BaTeNH HE IIOHUMAIOT, YTO HH(pOpManus,
pasMelleHHAas UMH B COLIMAIbHBIX CETAX, MOXKET OBbITh Hal/IeHa U KCII0JIb30BaHa KEM YIOJHO, B
TOM 4MCJI€ HE 00s13aTeNbHO ¢ 0J1aruMu HaMEepEeHHSIMH.

OCHOBHBIE COBETHI IO OE30IIACHOCTH B COIIMaJIbHBIX CCTAX:

1. Orpannyb criucok apy3eil. Y 1e0s B Ipy3bsiX HE TOJHKHO OBITH CIIyYaitHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amminail cCBOIO YaCTHYIO KU3Hb. He yka3piBaii nmaposu, TenedoHsl, aapeca, 1aTy TBOETro
POXKICHUS U JPYTYIO JIMYHYIO HHPOpPMAIHIO. 3710YMBIIUIEHHUKA MOTYT HUCIIOJIb30BATh
Jake nH(OPMALIUIO O TOM, KaK Thl U TBOHM POJIUTEINN TUIAHUPYETE MPOBECTH KAaHUKYIIBI,

3. 3amminai CBOIO peryTaluio - AepkKH €€ B YUCTOTE U 3a/1aBail cebe BOIPOC: XOTeN Obl ThI,
YTOOBI JPyTH€ NOJb30BATENN BUIEIH, YTO Thl 3arpyxaeiis? [Tomymaii, mpexae yem uro-
TO OIYOJMKOBATh, HAMIUCATD U 3aTPY3UTH;

4. Ecnu Tbl TOBOPULIb C JIIOJbMH, KOTOPHIX HE 3HAEIlIb, HE UCIOJIb3YH CBOE peaIbHOE UMS U
JPYTYIO JTUUHYI0 HH(POPMAIUU: UM, MECTO KUTEJIbCTBA, MECTO y4eObl U MpOUEe;

5. WM3b6eraii pasmemenus ¢pororpaduii B THTepHETE, I/1€ THI H300pa)KEH HA MECTHOCTH, TI0
KOTOPOM MO>KHO OIPENETUTH TBOE MECTOMOJIOKEHHUE;

6. Ilpu perucrpanuu B COMAIBHON CETH HEOOXOIMMO HCII0JIb30BaTh CIOXKHbIE MTApOJIH,
cocToslIre u3 OyKB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

7. Jns conuanbHOU CeTH, MOYTHI U IPYTUX CAiTOB HEOOXOAUMO UCIIOIb30BATh Pa3HbIE
napoiu. Toraa eciau €651 B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKHY TOTy4YaT JOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE cpa3y.

BﬂeKTpOHHbIe AC€HbI'

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YI00HBIN CIOCO0 IMIaTekel, OJJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JA€HbIH. DIIEKTPOHHBIE IEHBIH MOSBUINCH COBCEM
HEJABHO U UMEHHO M3-3a 3TOI0 BO MHOTMX I'OCyapcTBax J0 CUX IOpP HE MPOMKUCAHO IIPO HUX B
3aKOHAX.

B Poccun sxe oHu yHKIMOHUPYIOT M O HUX YK€ MPONKCAHO B 3aKOHE, TJIe UX pa3AeisaioT Ha
HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3pelaeTcs MpoBOJUTh onepauy 0e3 HIeHTU()UKALUH 110JIb30BaTeNs, a B
HEaHOHWMHBIX UJICHTU(DHUKAIINS TTOTH30BaTENs SBIIsIETCA 00s13aTenbHON. Takxke crienyer
pa3ianyaTh 3JIEKTPOHHbIE (PUAaTHBIE IEHbI'H (PABHBI TOCYJAPCTBEHHBIM BAJIIOTaM) U 3JIEKTPOHHBIE
He(uaTHbIE JEHbIU (HE paBHBI TOCYIaPCTBEHHBIM BAIIOTaM).



OcHoBHBIE COBETHI 110 0€30MacHOM paboTe C ITEKTPOHHBIMU JCHbIAMU:

[TpuBsoxu K cueTy MOOMIIBHBIN TeneoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCO0
BOCCTaHOBUTH JOCTYII K cuery. [IpuBs3anHbiil TenedoH MOMOKET, eciiu 3a0y/elib CBOi
IJIATEKHBIN [MAPOJIb UM 3aAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

Hcnonw3yit oqHopasoBsie mapoiu. [ociie mepexoia Ha YCHIICHHYIO aBTOPU3AIIHIO TeOe
YK€ He OyIeT yrpoKaTh ONAaCHOCTb KPaXKH MJIU IepexBaTa IIaTeKHOT0 MapoJls;
Bri6epu cnoxxnblii naposib. [Ipectynaukam OyAeT He MPOCTO yraiaTh CIOKHBIN Mapob.
Hanexxubie nmapoiu - 3To napojiu, KOTOphIE COJIEpPKaT HE MEHEe 8 3HAKOB M BKJIIOYAIOT B
ce0st cTpOYHbIE U MPOMHUCHBIE OYKBBI, HIU(PPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK
noJutapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

He BBOIM CBOM JIMYHbBIE JaHHBIE HA caiiTaX, KOTOPBIM HE JIOBEPSCIIb.

JJ/IeKTpOHHAA OoYTa
9J’IGKTpOHHa$I mo4yra - 3TO TEXHOJIOIHA U MPECAOCTABISAAEMbBIC €O YCIIYT'U 110 IEPECHIIIKE U

MOJIYYCHHIO SJICKTPOHHBIX COO6H.[€HI/II71, KOTOPBIC PACIIPCACIIAIOTCA B KOMHBIOTCpHOfI CCTH.

OOBIYHO JIEKTPOHHBIN OYTOBBIN SIIHUK BBITIISIUT CIECIYIOMIUM 00pa3oM:

UMS_TIOJIb30BATE (@M _oMeHa. Takke KpoMme mepeiaun IpoCTOro TeKCTa, UMEeTCs

BO3MOXKHOCTb IepeaaBaTh (paisibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe € ANEKTPOHHON TOUTOM:

Hano BeIOpaTh IpaBUIIBHBIN MOYTOBBIA CepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJJTHAKO JIYULIE I0BEPSITh TEM, KOTO 3HAEIIb U KTO
IIEPBBII B PEUTHUHIE;

He yka3biBaiil B tuuHON nouTe Tu4HyI0 nHpopManuto. Hanpumep, myurie BoIOpaTh
"My3bIKasbHbIN _(paHat@" uiu "pokx2013" Bmecto "temal3";

Hcnonp3yil IBYX3TallHY0 aBTOPU3aLUI0. JTO KOrAa IOMUMO MapoJs HY»KHO BBOAUTH
KO/, IpHUChIIaeMblil 1o SMS;

Bei0epu crioxxHbIN naposib. [ KaXa0ro mo4ToBoro siuKa J0JKeH ObITh CBOM
HaJEKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

Ecnu ectb BO3MOKHOCTB HAaIUCATh CAMOMY CBOM JINYHBII BOIPOC, UCIIOJIB3YH ITY
BO3MOKHOCTb;

Hcnonb3yil HECKOIBKO OYTOBBIX AIMKUKOB. [IepBbIi /ISl 4aCTHOM NEPENTUCKH C
ajzipecaTamMu, KOTOPBIM ThI IOBEpPSICIb. JTO ANEKTPOHHBIN aJpec HE HaJl0 UCIIOJIb30BATh
IIpU perucTpanuu Ha popymax u carax;

He oTkpsbiBaif hailnbl u Apyrue BIOKEHHs B MTUCbMaX, JJayke €CIM OHM MPUIILINA OT TBOUX
npys3eil. Jlydine yTouHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (ailibl;

[Tocne okoHyaHus pabOTHI HA TIOYTOBOM CEPBUCE MEPE] 3aKPhITUEM BKJIAJIKU C CAHTOM
He 3a0y1b HaXKaTh Ha "BerifTu".



Kuo6epOy/I/IMHT WM BUPTYaJIbHOE U3/EeBaTe/IbCTBO

KubepOymauHr - mpecienoBaHne cOOOMEHUSIMH, COACPIKAITUMU OCKOPOICHUS,
arpeccuto, 3alyruBaHue; XyJIUTaHCTBO; COLUATBHOE OOWKOTHPOBAHUE C TOMOIIBIO PA3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pPLOE ¢ KHOEPOYIITUHTOM:

1. He Gpocaiics B 00ii. JIydmmii crioco0: mocoBeTOBaThCs Kak ce0si BECTH U, €CIIH HET TOTO,
K KOMY MOXHO 00paTHTbhCs, TO BHaYalle YCIIOKOUTbCS. Ecu Thl HauHelIb OTBeYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €lle 00JIbIle pa30kKellb KOH(IHUKT;

2. Ymupasisi cBOei KuOepperyTaiuen;

3. AHOHMMHOCTb B ceTd MHUMasl. CyIlIeCTBYIOT ClIOCOOBI BBISICHUTh, KTO CTOMT 32
AQHOHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJIMTaHCKUI 00pa3 BUPTyanbHOH ku3Hu. MHTepHET hukcupyer Bce
TBOM JICUCTBUS U COXPAHSCT UX. Y IaTUTh X OyAeT KpaiiHe 3aTPpyAHUTEIHHO;

5. Co0romaii CBOIO BUPTYAITBHYIO YECTh CMOJIOY;

6. Wrnopupyil enuauuHblil Heratus. OIHOPa30BbIE OCKOPOUTENbHbIE COOOLCHUS Tyl
UTrHOpUpoBaTh. OOBIYHO arpeccus NpeKpalaeTcs Ha Ha4yaabHOU CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOILIIEHUSMH, B COLIMAIBHBIX
CeTSX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOLIECHUH C ONPEAETICHHBIX a/IpECOB;

8. Ecmu 161 cBUaeTens knbOepOysuimHTra. TBOM NEHCTBHS: BEICTYIIUTh IPOTHB
IPeCIIeI0BATENs, IIOKA3aTh €My, YTO €T0 JACHCTBUS OLIEHUBAIOTCS HETaTUBHO,
HOJIEPKATh JKEPTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKast TIOMOIIIb, COOOIIUTH B3POCIIBIM
0 (pakTe arpecCHBHOTO TIOBE/ICHUS B CETH.

MoouibHbIN Te1edOoH

CoBpeMeHHbIe cMapTHOHBI U TIAHIIETHI COIEPIKAT B c€OE BIIOJIHE B3POCIBIM
(GyHKIIMOHAJ, ¥ TeNEepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMUA KOMIIBIOTEPAMH.
OnnHako, CpesICTB 3alIUTHI AJIs TOTOOHBIX YCTPOMCTB MOKa OUYEHBb Mallo. TeCTUpOBaHUE U TIOUCK
ySI3BUMOCTEH B HUX MPOUCXOAUT HE TaK HHTEHCUBHO, kak A [1K, To ke camoe kacaeTcs u
MOOUITBHBIX MPUIOKEHHH.
CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTONbHBIE aHATIOTH, OJTHAKO
pacuuperue GyHKIIMOHaIa BI€UET 32 COO0M OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alTUIIIECHHOCTD.
I[EU'IGKO HE BCC INIPOU3BOAUTEIIN BBIITYCKAIOT 06HOBJ’I€HI/I${, 3aKpPbIBAIOIIUEC KPUTHYCCKUC
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI ISl 0€30MMaCHOCTA MOOMIIBHOTO TenedoHa:

1. Hwuuero He siBisIeTCs MO-HACTOsIIIEMY OeculaTHBIM. Byb ocTopokeH, Bellb Korja tede
npeiaraT OecryiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUe-TO IUIaTHbIE
YCIIyTH;

2. Jlymaii, mpexe 9eM oTnpaButh SMS, ¢poto nim Buaeo. Thl TOYHO 3HACIIB, T/I€ OHU
OyIyT B KOHEUHOM HTOTe?

3. Heo0xoammo 0OHOBIIATH ONIEPAITMOHHYIO CUCTEMY TBOCTO CMapT(OHA;

4. Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JJIsi MOOMIIBHBIX TeJIe(hOHOB;



5. He 3arpyxaii mprIo)eHus: OT HEM3BECTHOTO HCTOYHHUKA, BEJIb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecreueHue;

6. Ilocie Toro Kak ThI BBIMIEIIb C caiiTa, I/ie BBOIWII JIMYHYIO HH(POPMALIKIO, 3aii11 B
HACTpOIKU Opay3epa u ynanu cookies;

7. Tlepuomudecku MpoBEpsIiA, KaKUe IIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Jlamaii cBO¥ HOMEp MOOHMIJIBHOTO TeJie(hOHA TOJILKO JIFOISIM, KOTOPBIX Thl 3HACIIIb U KOMY
JIOBEPSICIIIb;

9. Bluetooth momkeH OBITH BBIKIIFOUYEH, KOTJIa ThI UM HE TTOJIb3yelibesi. He 3a0biBail mHOT 1A
MIPOBEPSITH ITO.

Online urpsi

COBpeMeHHBIe OHHaﬁH-HI‘pBI - OTO KpaCO4YHBIC, 3aXBaTbIBAIOIIUE PA3BJICUYCHNA,
00BEAMHSIIOIINE COTHU ThICAY YEJIOBEK 110 BceMy Mupy. Irpoku uccneayrot JaHHbIA UM MUP,
06HIaIOTC$[ APyr C APpYTOM, BBIIIOJHAIOT 3aJaHHA, CPAKAIOTCA ¢ MOHCTPaMHU U IMOJIY4YarOT OIIBIT.
3a YAOBOJIbCTBUEC OHU INIATAT: MMOKYIIAOT AUCK, OIIAYMBAIOT a0OHEMEHT UJIn HpI/IO6peTaIOT
KaKHue-TO OIIIHNH.

Bce atu cpeacrtBa uayT Ha noaepKaHUE U Pa3BUTHE UIPHI, a TAKXKE HA CAMY
0€30MaCHOCTh: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPU3ALI1H, BHIITYCKAIOTCSI HOBBIE MATYU
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUrpax CTOUT OIacaTbCd HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXXKu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3ALIUU OOJILIIIMHCTBA urp.

OCHOBHBIC COBETHI IO O€30IIACHOCTH TBOCTO HUI'PpOBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst MI0X0 WK co3aaeT Te0e HEMPUITHOCTH, 3a0I0KUpYil ero
B CIIUCKE UTPOKOB;

2. Tloxamyiics aAMHUHUCTpATOPaM UTPHI Ha IUIOXOE IMOBEIEHUE STOTO UTPOKA, JKEIATEIBHO

MIPUJIOKUTH KaKHE-TO JTIOKA3aTeJIbCTBA B BUJE CKPUHOB;

He ykaspiBail nuunyto nHdopmaiiuio B podaiise urpsi;

YBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouIaabHble MATYU U MOJBI;

Hcnonp3yil CIIOKHBIE U pa3HbIE TApOJIH;

Jla>xxe BO BpeMsl TPl HE CTOUT OTKJIK0YaTh aHTUBUPYC. [Ioka Tl nurpaenis, TBOI

No ok w

KOMITBIOTEP MOTYT 3apa3uTh.

@OUINMHT WK Kpaka JUIHbIX JAaHHbIX

OOBIYHOM KpaXkel JeHeT U TOKYMEHTOB CErOHS YK€ HUKOTO HE yIUBUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUH 37T0YMBIIIEHHUKN IEPEMECTHIINCH B UHTEPHET, U
MPOJIOIHKAIOT 3aHUMATHCA ""MTIOOUMBIM" IETTOM.

Tak nmosiBHIIach HOBas yrpo3a: HHTEPHET-MOIICHHIYECTBA WK (DUIITUHT, TTIaBHAS 11eJIb KOTOPOTO
COCTOUT B MOJyYE€HUN KOH(PHUICHIIMAIBHBIX TaHHBIX TIOJIL30BaTeNIel - JOTHHOB U maposeit. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pummHr (ot fishing - pei6Has nosis, password -
MapoJib).



OcHOBHBIE COBETHI IO O0PBOE ¢ PUITHHTOM:

1. Crnenn 3a cBoMM akkayHTOM. Ecim ThI mos103peBaenib, 9To TBOS aHKETa ObUIa B3JIOMaHa,
TO HEOOXO0AMMO 3a0JIOKUPOBATh €€ ¥ COOOIINTH aIMUHUCTPATOPaM pecypca 00 ITOM Kak
MOXHO CKOpEE;

2. Hcnonb3yit Ge3omacHbie BeO-CalThl, B TOM YHUCIIE, HHTEPHET-Mara3uHOB U ITOMCKOBBIX
CHCTEM;

3. Hcnonb3yii ciioxHbIe U pa3Hble Tapoiu. Takum o0pa3oMm, eciii Te0s1 B3IIOMAOT, TO
37I0yMBIIIJICHHUKH MTOJYYaT JOCTYH TOJBKO K OJJHOMY TBOEMY IIPOQHIIIO B CETH, a HE KO
BCEM;

4. Ecnu TeOs B31OMaNIH, TO HEOOXOIMMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
N00aBJIeHBI y T€OS B PY3bsIX, O TOM, YTO TeOS B3JIOMAJIH U, BO3MOXKHO, OT TBOETO HMEHH
OyzeT pacchuIaThCs CIaM M CCHUIKH Ha (PUIIMHTOBBIEC CANTHI;

5. VYcranoBu HagexHbii mapois (PIN) Ha MoOMIbHBIH Tenedow;

o

OTxroun coxpaHeHue naposs B Opaysepe;
7. He oTkpbiBaii (paiiinsl u qpyrue BIOKEHHS B MUChMAX, AK€ €CIIU OHU MPHUIILUTA OT TBOUX
npys3eit. Jlydine yTo4HH y HUX, OTIPABIISUIN JI OHU TeOe 9T (paiiibl.

Iludposas penyranus

[Mudposas penyraius - 3T0 HETaTUBHAS WJIM TO3UTHBHASI HH(OpMAIHsI B CeTH O TeOe.
Kommnpomerupyrorias unopmarivisi, pa3MelieHHas B UHTEPHETE, MOXKET CEPhE3HBIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHoM xku3Hu. "L{udposas penyranus" - 3TO TBOM UMUK, KOTOPBIi
dbopmupyetcs u3 uHbopMaiuu o Tebe B uHTEpHETE. TBOE MECTO )KUTEIbCTBA, Y4€Obl, TBOE
¢dbuHaHCOBOE MOJOKEHUE, OCOOEHHOCTH XapaKTepa U paccKasbl 0 OJIM3KHX - BCE 3TO
HAKaIlJIMBAeTCs B CETH.

MHorue nopoCTKH JETKOMBICIIEHHO OTHOCATCS K IMyOJIMKAIMK JUYHON MH(OpMaIUK B
HuTepHeTe, He MOHMMAs BO3MOXKHBIX MOCIEACTBUM. ThI 1aXe He CMOKENIb 10TaJaThCs O TOM,
yT0 (poTOorpadus, pa3melieHHas 5 JeT Ha3a/, cTajla IPUYUHON 0TKa3a MPUHATH TeOsl Ha padoTy.

KommenTtapuu, pazmerienue TBoux ¢ororpaduil u qpyrue 1eicTBUs MOTYT He
MCYE3HYTh JaKe MOCIE TOr0, KaK Thl UX yAaInlIb. Thl HE 3HACIIb, KTO COXPAHUII 3TY
uH(pOpMallIO, TIOTIajIa I OHA B TOMCKOBBIE CUCTEMBI U COXPAHWIIACh JIM OHA, a TJIAaBHOE: YTO
NOyMaroT 0 TeOe OKpYKaroIIHe JH01, KOTOpble HAWAYT U yBUIAT 3T0. Haiitu nndopmanuto
MHOTO JIET CITYCTSI CMOXKET JIFOOOH - KaK U3 JOOPBIX MOOYXKACHHH, TaK U C HAMEPEHUEM
NPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON pPEMyTaALNU:

1. Toamymaii, npex/ie 4yeMm 4To-To MyOJIMKOBATh U NepeaaBarh y ce0s B 6Jiore Win B
COIIMATLHOM CETH,

2. B mactpoiikax nmpoduisi ycTaHOBH OTPaHUYCHHUS Ha TPOCMOTP TBOETO MPODHIIS U €T0
COJIEPKUMOTO, C/IeJIall €ro TOJNBbKO "I Apy3en';

3. He pa3zmemaii u He yka3biBail HH(OpMAIIIO, KOTOPast MOKET KOT0-I100 OCKOPOIATh WK
00OMXaTh.



ABTOpCKOe npaBo

CoBpeMeHHBIE MIKOIHHUKY - aKTHBHBIE TIOJIB30BATENN ITU(POBOTO IPOCTPAHCTRA.
OjHaKo J1ajieKo He BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMH BO3MOXKHOCTSMH HU(POBOTO MUPA
TpeOyeT cOOMI0ICHNS TPaB HA MHTEIUICKTYalbHYI0 COOCTBEHHOCTD.

TepMuH "HHTEIEKTYyalIbHAas COOCTBEHHOCTD'" OTHOCUTCS K Pa3IM4YHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HaUMHasl C HOBBIX M300PETEHUH 1 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHYUBasi KHUTaMH, pororpadusMu, KHHOPUIbMaMH U
MY3bIKaJIbHBIMU [IPOU3BEACHUSAMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HayKH, JTUTEPATyphl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAYE€CTBE FAPaHTUU TOT'O, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/eT HallpacHbIM, AAaCT €My CIIpaBeIUBbIE
BO3MOYKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEro Tpy/a, MOJYyYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOKET BOCIIPOM3BOAUTH €T0 IPOU3BEACHUE, paCIPOCTPAHSATh,
nyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTHUPOBATH, ITYCKaTh B IPOKAT, MyOIMYHO
UCTIOJIHATH, IOKA3bIBATH/UCIIONIHATH B AHpe Wi pazmemaTs B IHTepHeTe.

Hcnonb3oBanue "mUpaTcKoro” NporpaMMHOIO 00ecredeHusi MOXKeT IPUBECTH K MHOTUM
pHUCKaM: OT IIOTEPU JAHHBIX K TBOUM aKKayHTaM 110 OJIOKMPOBKHU TBOETO YCTPOICTBa, I'/ie
yCTaHOBJICHA HeJleralibHast mporpamma. He ctout Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalIbHBIC
1 OecruIaTHBIE MPOTPaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.



